BioQ:

Revolutionizing ldentity, Redefining Trust

Job Title: DevOps Engineer
Experience- 4-6

years
Location: Noida
Type: Full-Time
About Us:

Unified Digital Identity platform with multi-vertical products & solutions Elevating Security in
a New Era" - Bioqube, the World’s First, Patented WEB 3.0 enablement ready, Al-powered
multi-factor, Multimodal, Decentralized Biometric Identity & Live Data Analytics Platform.

Bioqube offers a cutting-edge Unified Digital Identity platform, featuring multi-vertical
products and solutions designed to elevate security to new heights. Our Agile Al-powered
platform sets the standard for multi-factor, multimodal, and decentralized biometric identity
verification, coupled with live data analytics capabilities.

What sets Bioqube apart is its adaptability and versatility. Seamlessly compatible with a wide
range of devices including smartphones, tablets, CCTV, IP cameras, laptops, and desktops,
Bioqube ensures a seamless integration into any technological environment. Best of all, it
operates without the need for specialized hardware, providing a flexible and accessible
solution for diverse industries and applications. From immigration and border security to
banking, travel, education, and beyond, Bioqube’s unique product architecture and advanced
technology competencies make it the perfect choice for a multitude of use cases across
various industries. Experience the future of identity verification with Bioqube!

For more details visit our website: https://biogube.ai/

Job Summary:

We are seeking a skilled DevOps Engineer with 4-5 years of experience to join our dynamic
team. The ideal candidate will have a strong background in software engineering, system
administration, and experience with modern DevOps practices. You will be responsible for
designing, implementing, and maintaining our CI/CD pipelines, managing infrastructure as
code, and ensuring the reliability and scalability of our systems.

Key Responsibilities:

e Design, implement, and manage CI/CD pipelines to automate the
software development lifecycle.
e Develop and maintain infrastructure as code using tools like
Terraform, CloudFormation, or Ansible.
Monitor and optimize system performance, ensuring high availability and scalability.
Collaborate with development, QA, and operations teams to ensure
smooth deployment and integration processes.
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e Implement security best practices across all DevOps activities, including
access controls, vulnerability scanning, and compliance.
e Manage cloud infrastructure (AWS, Azure, GCP) and on-premises servers as needed.

Automate operational processes with appropriate tools, scripting, or coding.
Troubleshoot issues across the full stack - hardware, software, application,
and network.

Maintain and improve logging, monitoring, and alerting systems.

Document processes, workflows, and system configurations to ensure
maintainability and scalability.

Qualifications:

e Bachelor’s degree in Computer Science, Engineering, or a related field, or
equivalent experience.

Proven experience as a DevOps Engineer or in a similar role.

Strong proficiency in cloud platforms (AWS, Azure, or GCP).

Experience with CI/CD tools (Jenkins, GitLab CI/CD, CircleCl, etc.).

Proficient in scripting and programming languages (Python, Bash, Go, etc.).
Hands-on experience with containerization and orchestration (Docker, Kubernetes).
Knowledge of configuration management tools (Ansible, Puppet, Chef).
Familiarity with version control systems (Git, SVN).

Strong understanding of networking, security, and infrastructure best practices.
Excellent problem-solving skills and a proactive attitude.

Strong communication and collaboration skills.

Preferred Skills:

Certifications in AWS, Azure, or other cloud platforms.

Experience with monitoring and logging tools (Prometheus, Grafana, ELK stack).
Knowledge of agile methodologies and DevOps best practices.

Familiarity with microservices architecture and serverless computing.

Why Join Us?

e Opportunity to work on cutting-edge technologies and challenging projects.
e Collaborative and inclusive work environment.
e Competitive salary and benefits package.

How to Apply:

Interested candidates should submit their resume and a cover letter outlining their relevant
experience and why they are a good fit for this role to hr@biogube.ai.
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