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Position: Server and Network Engineer
Location: Noida

Job Type: Full Time

Experience: 3-4 Years

About Us:

Unified Digital Identity platform with multi-vertical products & solutions Elevating Security in aNew
Era" - Bioqube, the World'’s First, Patented WEB 3.0 enablement ready, Al-powered multi-factor,
Multimodal, Decentralized Biometric Identity & Live Data Analytics Platform.

Bioqube offers a cutting-edge Unified Digital Identity platform, featuring multi-vertical products and
solutions designed to elevate security to new heights. Our Agile Al-poweredplatform sets the standard
for multi-factor, multimodal, and decentralized biometric identityverification, coupled with live data
analytics capabilities.

What sets Bioqube apart is its adaptability and versatility. Seamlessly compatible with a widerange of
devices including smartphones, tablets, CCTV, IP cameras, laptops, and desktops, Bioqube ensures a
seamless integration into any technological environment. Best of all, it operates without the need for
specialized hardware, providing a flexible and accessible solution for diverse industries and
applications. From immigration and border security to banking, travel, education, and beyond,
Bioqube’s unique product architecture and advancedtechnology competencies make it the perfect
choice for a multitude of use cases across various industries. Experience the future of identity
verification with Bioqube!

For more details visit our

website: www.bioqube.ai

Job Summary:

We are seeking a highly skilled and motivated Server and Network Engineer to manage and maintain
our IT infrastructure. The ideal candidate will be responsible for installing, configuring, and maintaining
servers, network devices, and associated systems to ensure seamless performance, security, and
scalability.

Key Responsibilities:
e Manage server and network infrastructure.
e Install, configure, and maintain Windows/Linux servers, routers, switches, and firewalls.
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e Monitor system performance, troubleshoot issues, and ensure high availability.

e Implement security measures, including firewalls, VPNs, and data encryption.

e Perform regular system backups.

e Provide technical support for end-users and resolve hardware/software issues.

e Maintain and update documentation related to system configurations and processes.

Implement new technologies and optimize network performance.

e Ensure compliance with industry security standards and best practices.

e Conduct routine maintenance and upgrades for servers and network devices.
Required Skills & Qualifications:

e Bachelor’s degree in computer science, Information Technology, or a related field.

e Strong knowledge of networking protocols (TCP/IP, DNS, DHCP, VPN, etc.).

e Hands on Experience in Linux/Ubuntu/windows

e Hands on Experience in 0365

e Hands-on experience with virtualization technologies (VMware, Hyper-V, etc.).

e Basic Knowledge of Cloud Technology.

e Knowledge of Server and Storage Hardware.

e Proficiency in configuring and troubleshooting network devices (LAN Switches, Firewall, Wi-Fi
etc.).

e Familiarity with cybersecurity principles and best practices.
e Strong problem-solving skills and ability to work independently.

e Certifications such as CCNA, CCNP, MCSA, MCSE, or equivalent are preferred.

Why Join Us?

+  Workon cutting-edge technologies and impactful projects in a fast-growing startup.
1+ Collaborative and flexible work environment.

+  Opportunity to take ownership of your work and make a real impact.

+  Competitive salary and benefits package.
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How to Apply:

Interested candidates can submit their resume and a cover letter outlining their relevant
experience and why they are a great fit for this role to hr@bioqube.ai
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